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At a glance:

FG-IR-17-206

Oct 24,2017
000
Denial of Service (DoS)

CVE-2017-14182 (http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-
2017-14182)
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PSIRT Advisory

FortiOS DoS on webUl through '‘params' JSON
parameter
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Summary

An authenticated user may pass a specially crafted payload to the ‘params' parameter of the
JSON web API (URLs with /json) , which can cause the web user interface to be temporarily
unresponsive.

Impact

Denial of Service (DoS)

Affected Products

FortiOS 5.4.0t05.4.5

Versions below 5.4.0 are not affected.

Solutions

Upgrade to FortiOS 5.4.6 or above.
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